
 

 

 

Advice from Forth Global: 

• Assess if your organisation’s information security system is in line with ISO 27001. 

• Be aware that malware can already be installed on IT products imported from countries with offensive cyber 

programmes.  

• Make sure analogous back-ups of valuable information and non-digital means of conducting essential 

processes of business are established.  

• Be aware that passwords and phishing remain the easiest means for attackers to gain access to valuable 

information. Low-cost preventive measures therefore should not be neglected.  

 

 

 

DISCLAIMER 

Impact 

State based actors mainly use spear-phishing 

password attacks, social engineering, direct 

compromise, data exfiltration, remote access trojans, 

and destructive malware to target organisations or 

third party providers. A successful supply chain attack 

can give the hackers access to the backdoors of 

organisations who share the network chain of the 

organisation that was targeted. Almost 70% of Dutch 

private and public organisations have been impacted 

by supply chain attacks. Around 27% of the Dutch 

organisations have faced attacks that resulted to 

damage to their cloud services. The cost of an attack 

averages at 70.000 euros for Dutch organisations, but 

increases exponentially for larger organisations. 

Aside from the direct costs and disruption of business 

continuity, a cyber incident affects the organisations’ 

reputation and can weaken its market position. Aside 

from the increase in supply chain attacks, the impact 

of a cyber incident in the Netherlands has also 

increased due to the growing use of ransomware and 

because digital processes between organisations 

have become more intertwined. 

 

We provide a wide range of services to prepare your 

organization and employees for situations like these. More 

information on our website: www.forthglobal.com 

Customized advice  
Please contact us for specific advice:    

+31 (0) 35 543 04 37 

christiaan@forthglobal.com  

Recent events and developments 
The covid-19 pandemic has accelerated digitalisations and raised the impact of a cyber-attack. The Dutch 

intelligence services recently warned that state actors such as China, Russia and Iran more frequently target 

organisations in the Netherlands and operating abroad. Although phishing attacks remain one of the most used 

methods, supply chain attacks increasingly pose a risk.  
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Assessment 

Top sector companies, universities, ministries and 

advisory bodies are the primary  targets for digital 

espionage, sabotage and distortion by state-based 

actors. According to the Dutch intelligence services, 

China targets Dutch top sectors for the technology and 

knowledge they possess. Iran rather uses its cyber 

resources to sabotage companies working in the oil and 

gas industries. Compared to China, Russia appears to 

rely more to human resources to conduct economic 

espionage. That said, Russia was accused of hacking 

Orion software and taking control of 250 networks and 

thousands of professional and governmental systems in 

the US. State-based actors increasingly make use of 

these supply-chain attacks, whereby hackers infiltrate 

organisation’s system through an outside partner or 

provider with access to organisation’s systems and data. 

The Netherlands is particularly vulnerable as 

organisations are increasingly dependent on a small 

amount of providers for digital products and services. A 

contributing factor is that organisations increasingly use 

technology coming from countries with offensive cyber 

programmes such as China. 
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